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ABSTRACT

World-known companies have often been hit by hugsds resulting from the operational risk managémen
misconceptions. As a result, significant rise aéiast in this, so far marginalized, risk aspestdygpeared.

The guantitative estimation and measurement ofkimd of risk proved necessary with the implemeotabf
new operational risk management strategies in caimpand financial institutions

Because of the operational risk characteristiosedbas of the insufficient historical data regaglthe losses of
the organization, the process of the quantitatsteration of operational risk level is a complichtene.

The additional motivation for use of the quantitatmethods of operational risk estimation are thernational
banking supervision institutions’ recommendatiaegjuesting banks to use quantitative methods imadipeal
risk management.

This article comprises the review of most importgoantitative methods of operational risk estinmatand
measurement.
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1. INTRODUCTION

Each company in the market is exposed to variondskof risk. Starting from the market risk, throughditing
risk to the variety of risks falling under operaié#o risk category. So far management of this kihdisk has
been considered and obvious, common-sense kirdraf,tan issue important, but not of the utmostangmnce.
The multi-million losses that companies sufferedniras the result of misconceptions in operatiofgk r
management have finally changed that situatioeg¢emt years.

It is worth stressing, that there is no singlefiedidefinition of operational risk.

It refers to risks coming from the level of knowdgd and responsibility represented by managers, the
documentation quality and consistence, from trarespsy and practical results of operational procesiufrom
frauds, legal regulations and many other factoeseB Committee on Banking Supervision defines djueral
risk as any kind of risk that is not directly redew to the market fluctuations or solvency of parsnor
customers. The Group of Thirty Global Derivativeésdy Group Report defines operational risk in ailsinway
"operational risk is a risk of losses resulting frdaulty systems, insufficient control, human errorswrong
management®.

Looking closer at the above definitions we can the¢ they refer to all common risk areas, includoages of
frauds (which can be referred to as the inadeguateems and insufficient control), risk from redigas (faulty
systems and management), and also other kindsskf fiom the directly harming natural disastersthe
administrative misconceptions, resulting from thedequate qualifications of personnel.

For this article purpose | have defined the opendti risk in the broad view, comprising variousexdp - from
the possibility of losses coming from employee’'sner to the insufficient return rate on capital cidy
withdrawing from some investments at the wrong tiffieis definition sees the sources of risk in tigitution
itself, and its ability or the lack of, to reactwarious, continuously arising outside and insliteats. The multi-
aspect nature of operational risk causes the cotitplef its modelling. The purpose of this artiééeto provide
businessmen with an effective tool for efficieneogtional risk management in their companies.

2. CLASSIFICATION OF QUANTITATIVE METHODS OF OPERATIONAL RISK
ESTIMATION
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Because of the complexity of operational risk andyeh losses resulting from the wrong operationdt ris
management the meaning of estimation and measafitigis kind of risk is growing. As the operation&@k
issues are still rather new in the risk managenseignce area, so far they are dominated by queaditat
measurement methods. The qualitative measuremethiodseare based upon assessment of the exposition t
risk done by experts estimating various threatipetars.
These comprise descriptive methods, heuristic igales or risk mapping techniques.
However, as economic reality proves, these mettaydsnot sufficient tool of operational risk modedi
Qualitative measurement methods may only be usemmaplete the results of quantitative risk measemm
methods.
The quantitative methods are the ones that enableitk level estimation using processed numedesd. In
case of exposition to operational risk measurihg,ntumerical data will comprise the informationreal results
of past losses and the potential results and lassesed by events that can be foreseen.
The quantitative methods used in operational riskagement fall into 3 categories:
Risk measurement methods recommended by Basel Gtaami
. basic indicator method,
. standardized method,
. advanced measurement method
Statistical methods
. methods based upon the Value at Risk index,
. Monte Carlo methods,
. comparative methods using emergency scenaribagelogy and stress testing,
. methods based upon the Extreme Values Theory
. methods enabling the modelling of operatiorsk tising Beyes Nets
other quantitative methods
. comparative analysis methods,
. methods of operational studies
. Six sigma methods
Methods recommended by Basel Committee from the Niapital Agreement refer to the ways of
calculating the regulation capital for operatiorisk. The Agreement comprises three basic methods:
« Basic Indicator Approach- BIA
e Standardised Approach- STA
¢ Advanced Measurement Approach- AMA
As well as the Alternative Standardized Approach
The BIA and the STA with the Alternative STA repeasthe ,top down” concept — when the capital is®se
the level of the whole financial institution anceth using a system of simple keys it is accreditegarticular
business lines. In those methods the gross finhmeitcome is the measure reflecting the exposition
operational risk.
Whereas Advanced Measurement method AMA is a ,bottgp” methodology example, where the risk is
analyzed on each process level and the resultthareaggregated for particular business lines hadathole
organization. In this method the regulation cdpd@lculation is the result of using inner opera#b risk
measurement models based upon qualitative anditpiasmt criteria.
The key aspect of this method is constructing alskege collecting the information about operatidosges of
the institution. Moreover, if the loss breakdowrhiawed this way is not sufficient for credible adhtions, it
can be completed by outside data and the scenaasiysis method. The scenario analysis method dsnefs
setting several potential scenarios and — for @fichem — calculating operational risk level ustgantitative
methods. The final, credible collection of lossesdmes the base for creating a model, allowingeterdhine
the capital required to cover the operational vtk a certain confidence level.
Basel Committee recommendations based upon theatipwal capital indices are the additional factor
intensifying the works on effective operationakrepantitative measurement methods.
Methods based upon the statistical models are ahnarger group of operational risk estimation
methods. This group consists of the following metho
e Value at Risk index-based methods — in case ofatip@al risk it is the Operational VaR
e simulation Monte Carlo methods
« comparative methods using emergency scenario anatethodology and stress testing
e methods based upon Extreme Value Theory
« methods enabling the modelling of operational tiskng Beyes Nets
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Methods VaR

Value at Risk based methodology enables to estintaelevel of risk using statistical and simulation
models for assets fluctuations and allows to meathe largest expected loss that the company déer su
from in given time and confidence level and in dlagmarket conditions.

The concept of operational risk management based tige standard VaR methods is called Operational
Value at Risk (OpVaR) methodology. The base forrafienal risk modelling in OpVar technique is
creating its own operational database by the orgdion (incl. all the events that influence thetsys
efficiency and accessibility, and bringing potehtiasses). This database, using statistical method
modified for the purpose of estimating the expositio operational risk allows to estimate the hgghe
potential loss providing conditions as per standdelR — described above. However, because of the
complex operational risk nature, and also becatfigheoconditions set in VaR methodology, operationa
risk modelling using this method may not be preeiseugh.
Monte Carlo methods
Simulation Monte Carlo methods (MC) are methodstagon mathematical problem solving through random
generation of numbers. Operational risk modellising the MC techniques has four stages. Firstiya dn the
frequency of single losses depending on event type corresponding with business lines (typical thoe
financial institution) has to be collected. Egeduency of losses resulting from system failurélsiness line
sretail banking”. The second stage considers defjmisk factors as random variables using the dogbidata
collected in the first stage. In the same stage thetual relations and probability distributionsh be defined.
For each combination of event type and businegsvia set the frequency distribution of this eveaypgening
and its influence on the size of losses. Then,qutile set distributions we do the simulation of thenber of
events in a given amount of time. Afterwards,mes we sample from the distribution function of ithiduence
of the given event on the amount of losses and we gp the resulting financial flows. We repeat that
simulation till we reach the expected accuracy. mbmmber of necessary simulation varies from a fewdneds
to over ten thousands. The same actions have ttakmn with regard to each event and business line
combination. This way we receive the aggregatedemdistribution from which we can estimate stashdar
deviation referring to expected, unexpected andstatphic losses. The most important issue inaijperal risk
modelling process with the MC method is defining tlistributions correctly describing frequency eéets and
their influence on the loss size. This problemaBed! model risk This risk consists of two basic parts. First of
them is finding the right density function, and thecond is the correct estimation of the parameieihis
function. Additional problem that appears herehis thoice between modelling the frequency of eveatsing
operational losses and modelling the time betwéese events. Using the frequency is reasonable wien
events take place rather often (eg. a few timesekjvand when this frequency is rather stable énlomger
period of time. When the events take place ratblkelosn (eg. a few times a year) and they cause lusges the
quantity of empirical data is insufficient. Thereddt becomes impossible to determine the frequerficvents
precisely as it changes with time. In such calses it is better to concentrate on modelling theetbetween the
events. Having determined the distribution of trexjiency of events or the time between them, tbtestage is
the simulation of the influence of the event onltes size.
Also in this case it is possible to adjust the te&oal probability distributions. A great advantagf the
operational risk estimation using the MC methodresating the automatic prognosis of the complet&itution
(distribution function of losses and profits) arat just their number as it is with the VaR methadp!®
Emergency scenario methods
Comparative methods using the emergency scenadtysass methodology in operational risk estimatioe a
different from the ones described above. The pwmdghe scenarios analysis is not estimating todability
of huge operational loss occurrence, but testimgdiganization in view of its survival and furthegtivities
should the losses occur. In the scenario analysthad three kinds of scenarios are analyzed — phienistic,
the probable and the pessimistic kind. Scenaridyaisamethod is particularly useful in case of @temnal risk
on the derivative instruments market. It requiresuaing on the frequency of events and the valtiéssees
they would bring and then calculating the losseat thould be possible in a given tifneThe particular
usefulness of the scenario analysis method on ¢niwadive instruments market, where we have insigfit
historical data regarding the frequency of operatiorisk occurrence and the losses caused showsgihr
setting the pessimistic scenario defining the maximievel of losses on a given transaction. To spmag can
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say that the scenario analysis method is a wagtimation of the scale, the extreme results amdjidar events,
unfavourable for the organization.

Extreme value based methods
Extreme value is a value that is significantly eliéfint from the average. Operational risk estimatigh the use
of this method bases upon setting the loss digtdbsi caused by the operational risk at the maxintewral that
may result from the occurrence of given event. &kieeme values distributions may be describedtheyeas
the risk level. The approach based upon the extrestues theory uses the fact that the observafans the
end of the distribution may be approximated by galimed Pareto’s distributioRsind Poisson’s distributions.
These distributions are used for generating lossildutions above the given level of values andraipenal risk
level estimation.

Bayes methods

Methods allowing to model operational risk using #o-called Bayes nets. Bayes net is used for septiag,
according to probability calculus, relations (obpabilistic nature) between the events. Bayesamesents in a
compressed way the joint probability distributiohtbe parts of the net. This allows to execute &myl of
conclusion drawing about their value.
The additional advantage of the nets is the pdigibo visualize presented data in a graphic waymprising
the multilateral reactions between the sources rafertainty. The Bayes net concept is a direct testil
conditional probability concept. In the economypessally in the analysis of the functioning of caanies, there
are many situations when the occurrence of onetesestrictly dependant on a different event. Ukthe net
allows to avoid the highly complicated calculatio@alculation of one probability a posteriori iaked with
earlier calculation of probabilities used. Settthgse probabilities enables us the estimatiorhefrisk of a
given event occurrence and therefore — in cashigfrisk exceeding acceptable level — the occugenay be
prevented from.

The graph structure allows to create or to modify het by an expert easily. Thanks to this fad, thghly
specialized knowledge may be used in a simple Wdlyat differentiates the Bayes net method from other
analysis methods is the variety of possible comgiudrawing ways.
Concentrating on the graphical net structure onbycan discover conditional relations of the vddapwhereas
considering the parametrical models assigned toktiats, we can find the most probable of the abédla
variables’ configurations.
The basic concept is like that — the Bayes nett bui empirical data in a compressed way represetgoint
distribution of the probability attributes. And theaint distribution is enough to be able to drawy &ind of
conclusions regarding the probability of attributes
Thus, a reply to any question may be achieved tir@etting — with the use of the net — the totabpbility
distribution and using it for adequate calculatioimsthe Bayes approach, the distribution of theapeeters of
probability is a way of presenting the subjectim@wledge with regard to its possible values.
The Bayes approach solves the problem of the ladata considering the distribution of losses ia #o-called
Lthick tails”. This approach combines the qualitati quantitative, outside data and Key Risk Indicat
Generalizing, we can say that the use of Bayesaikeiws to integrate various information sourced &m use
them effectively in the operational risk managenpntess.
Other quantitative methods

Other quantitative methods of operational risk measent are of a lesser meaning in the economityreal
than the ones described above, however their saéli too important to omit them here. There three groups
of these methods as follows:

e comparative analysis methods

« operational study methods

e six sigma methods

Comparative analysis methods
Comparative analysis methods are based upon thehimamking concept in its broad meaning. Benchmarkin
means comparing processes and practices used¢ot@anies considered best in the given field. rEsalts of
such analysis become the basis for improving theiniegs processes. The core issue in benchmarking is
discovering the factors that make the process tffeand then finding similar possibilities in oeebwn
company. This is a process of learning and adaptiegbest practices. Typical phases in benchmariieg
choice of the issues to be compared, preparing@miadysis plan and the choice of methods for dalleatmn,
choosing the companies to compare to, data callectidata comparison, analysis, preparation of
recommendations, change implementation planningn@d implementation, process repeating after thagds
have been implemented.
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Operational studies methods
Operational studies methods are based upon thgsémalf targeted actions — operations. These stuatie the
objective decision assessment with the use of matieal models. The mathematical models are buih the
use of probability theory, game theory and othehégues. This is to enable the determinations¥ kevel and
using that information when taking decisions oiirigkup actions to execute a plan.
The risk modelling with the use of operational gtschas four stages as follows:
1. Mathematical model preparation — determine #rget of an action, extract the factors determirtimg
possibility to achieve the target and to deterntireevariability range.
2. Model solving — finding the optimal decision éeging on the analytical shape of the created model
3. Verification of the model and of the solutionanalysis of the solution should be done in viewtlod
practicability and stability of the solution.
4. Model implementation
The meaning of this methodology should not be asterated in the operational risk estimating, howevisk
models created with the use of operational studieghod my be very efficient in supporting the ogieral risk
management process.

Six sigma methods
Six sigma methods are the techniques aimed atitignithe number of errors and failures changing the
organization, in order to make the organizationvige the best quality impressions for its customdiise
"sigma" symbol means the deviation from the perfemtk and each of the indicated sigma levels meamaller
number of errors.
Six Sigma enables doing the objective measuremesghil in justifying the technology-aimed investrigenit
allows to determine the real value of a given tedbgy very precisely and to generate that value emor
efficiently.
The core part of that methodology is the team cimgogrocess, the determination of the measurements
important for the company, choice of the peopl@oesible for given tasks and setting the mechanaiawing
to monitor the results and progrésk the Six Sigma method the problem is evaluatefive stages: define,
measure, analyze, improve and control (in short D8)AEach of the DMAIC stages has its own tools —
histograms, Pareto’s graphs, dissolution graphs. S$g§ma not only helps to make the organization enor
efficient and cost-effective but also helps maleghstems do more for the customers of the orgémiza

3. CONCLUSIONS

Use of the quantitative methodology in estimatiérexposition to operational risk in company depeadghe
assumption of the company having the database diegathe operational losses. However, because ®f th
operational risk characteristics, in reality thep@ioal data may happen to be insufficient in theta. Therefore

it proves necessary to obtain information fromitistitutions outside the company. Such informatimodified

in a special way may be very effective in complgtihe database with the data concerning the prityabi
certain threats.

Still, the full picture of the operational risk maply be achieved by using the qualitative-quatitiégaapproach
where quantitative estimation methods are complbtethe qualitative methodology using experts’ aaéibn,
their experience, intuition and knowledge.

Implementation of the modern, integrated systemsnehsurement and analysis of the operational nsk i
companies requires increasing — and often stilbdicing — the systematic approach to data foregxpdtiaking

a consistent system of the qualitative and quaivtamethods of operational risk estimation is rsseey in
order to avoid being off-balance — the dominatiéthe over-all look (eg. through exposing the ris#&icators
that do not always have the operational value)mmttand — and on the other — looking through thglsievent
perspective which makes introducing system’s sohgtidifficult.
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